XML

SSL SET

XML Schema
XML Schema
Web
XML XML

XML Schema XML Schema
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SSL (Secure Socket Layer) SET

(Secure Electronic Transaction)

2002 4

Injection)
2003
Applications Security Project (8]
(Unvalidated Parameters)
Scripting) (Buffer Overflow)
(Price-Change Attack) [11]
(Poisoned Cookie)

Sharp [11] XML
Policy Description Language SPDL)

SPDL

(SQL

OWASP, Open Web

(Cross-Site

Scott
(Security
SPDL XML
SPDL



SPDL

SPDL SPDL
XML XML
XML Schema SPDL
XML
XML XML Schema XML Schema
XML Schema XML
XML Schema
SPDL XML Schema
XML XML Schema XML
XML
XML Schema

() SQL Injection



[7, 14-18]

SQL

ASP JSP PHP CGlI Perl

MS-SQL MySQL Oracle Sybase DB2 SQL

SQL

Sel ect, Create, SQL
Updat e, Insert,
Drop, Union,

- - syntax error

() Cross-Site Scripting

[31 41 61 7]
Script

<Script> Script



<Script>

window.location="http://www.hacker.com/steal.cgi?ck="+document.cookie;

</Script>
Cookie
(www.hacker.com) Cookie
IE
JavaScript Java Applet ActiveX
ASCII
&
tab
/
%
1: %68%65%6C%6C%6F  hello
2: %3CScript%3E  <Script>
Non-ASCI| 1SO8859-1

()

[11]



HTTP (Stateless)
HTML
(Data Integrity)
MAC,
Message Authentication Code HMACI5]
<bigwig> [2],
AppShield [10], SWAP[11, 12] <bigwig>
Web
AppShield
David
Scott  Richard Sharp [11] XML
SPDL, Security Policy Description Language SPDL
SPDL SWAP Secure
Web Application Project [12]
SWAP
(Application-Level Firewall) Spectre
Spectre SPDL
(Policy Compiler) (Security Gateway) SPDL
SPDL XML
SPDL XML
Spectre SPDL



SPDL XML
Spectre SPDL
Web SPDL

Clients: E m E

N
( Spectre
I I
h 4 1
Web application:
S;SIEE » Language 1 ‘ Language 3
. > Third-party
Compiler Language 2 Component
4
Security Policy
Description Language
SWAP
SWAP
SWAP
IDL Compiler, Interface Definition Language
Compiler IDL SPDL
IDL IDL
Ocam
SWAP SPDL
SPDL IDL
Spectre

IDL



XML Schema

XML W3C
XML

DTD XML Schema [13] XML Schema

XML DTD XML

XML Schema XML
44
(Regular Expression) (pattern)
XML Schema XML
XML XML XML Schema

XML Schema XML

XML Schema
XML XML Schema
XML XML
XML Schema
XML
(Cookie)

” = 7 (name=value)

http://www.ebuy.com/list.cgi ?music=POP& page=3 music=POP
page=3
XML
XML <Form>(
) <QueryString>( ) <Cookie>( ) XML
” = "< > </ >”

music=POP <musi c>POP</music>



<?xm version="1.0" encodi ng="Bi g5" ?>
<form
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schenma- i nst ance”
xsi : noNanespaceSchenmaLocat i on="fr anmewor k. xsd" >
<H t p>
<For n»
<price MAC="Y">0577</price>
<anount >3</ anount >
<i sMenber >Y</ i sMenber >
<mac>3a53f e1d995a23</ mac>
<ti me>13eaf 49b</ti ne>
</ For n»
<QueryString>
<nusi c>POP</ nusi c>
<page>3</ page>
</ QueryString>

<Cooki e>
<sessi onl D>8988991225</ sessi onl D>
</ Cooki e>
</Http>
XML Schema
XML Schema
XML XML
XML Schema XML
name=value XML
Schema

<xs: el enent nane="nane” type="naneType’/>

" name’ " nameType
XML Schema

()

(SimpleType) restriction
minLength  maxLength



( passwd) 8 15 XML Schema

<xs: si npl eType nanme="passwdType” >
<xs:restriction base="xs:string”>
<xs: m nLength val ue="8"/>
<xs: maxLengt h val ue="15"/>
</xs:restriction>
</ xs:si nmpl eType>

()

(SmpleType) restriction
minExclusive (>) maxExclusive(<) mininclusive
() maxInclusive( ) (
age) 0O 100 XML Schema

<xs: si npl eType nanme="ageType” >
<xs:restriction base="xs:int”>
<xs: m nl ncl usi ve value="0"/>
<xs: max| ncl usi ve val ue="100"/ >
</xs:restriction>
</ xs:si npl eType>

()

radio, checkbox, select
restriction

enumeration select
( ccard) 'visa , magter’ ¢ JICB
XML Schema



<xs: si npl eType nane="ccardType”>
<xs:restriction base="xs:string”>
<xs:enuneration val ue="visa”/>
<xs:enuneration val ue="nmaster”/>
<xs:enuneration val ue="JCB"/ >
</xs:restriction>
</ xs: si nmpl eType>

()

XML Schema
pattern "[A-Z\K 9}
( ID) XML Schema
<xs: si npl eType nane="1|DType” >
<xs:restriction base="xs:string”>
<xs:pattern value="[A-Z]\d{9}"/>
</xs:restriction>
</ xs:sinpl eType>
XML Schema
<xs:si npl eType nane="naneType” >
<xs:restriction base="xs:string”>
<xs:pattern value="[""",<>%"/>
</xs:restriction>
</ xs:sinpl eType>
XML

Schema MAC



price XML Schema (macType
)

<xs:conpl exType nane="priceType" >

<xs: si npl eCont ent >

<xs:extension base="xs:int">

<xs:attribute name="MAC' type="macType" use="required"/>
</ Xs: ext ensi on>

</ xs: si npl eCont ent >

</ xs: conpl exType>

(1). XML XML XML

). MAC

(3).

(4). Cookie HTML HTML




MAC

(5). MAC
HTML

Cookie MAC
MAC MAC Cookie
45 R A2

49 35 1) Bk 8
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XML
XML (Parser) XML
XML Schema XML
XML XML Schema
XML XML
XML XML

XML XML XML Schema

MAC



MAC

HMAC
HMAC
function
(Replaying Attack)
Cookie
MAC
MAC

Schema MAC
HTML XML Schema

XML Schema

Schema

150

150
HMAC

+ + ) HMAC
XML Schema

XML Schema

XML Schema

Web

Hash

XML
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Java

JSP
JAXP 1.2
XML Schema
HMAC
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XML Schema

XML Schema

Java Servlet Tomcat
filter
JSP
XML
[1] XML Schema
SAX
Java JDK MD5[9]

Windows 2000 PC

60 ms
30 ms

XML Schema SPDL

Java

Servlet

MAC
HMAC

XML Schema
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SPDL SPDL XML Schema
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Web XML Schema
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